NORTHSTAR
HEALTH CLINICS -
EHR DISRUPTION
SCENARIO
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Improving service
performance through
structured ITIL workflows
and collaborative
ServiceNow execution.

INTRODUCTION

LEARNING
OBJECTIVES

This report documents our group’s implementation of ITIL practices, specifically
Incident Management, Problem Management, and Change Management to
stabilize the Electronic Health Record (EHR) system used by Northstar Health
Clinics. Throughout this activity, we worked collaboratively in a shared ServiceNow
Personal Developer Instance (PDI) to create, manage, and link records that reflect
real operational disruptions. The objective of this report is to present how we
applied ITIL processes in a practical scenario, demonstrate our use of ServiceNow
tools, and show how structured ITSM practices help restore service performance.

By completing this activity, we will be able to:
1.Apply ITIL practices across Incident, Problem, Change Management.
2.Create and manage records collaboratively in ServiceNow.

3.Link Incidents to Problems, and Changes.
4.Work together using a shared PDI instance with clear role responsibilities.




Scenario
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Northstar Health Clinics relies on an enterprise-wide EHR system that has recently shown multiple
performance issues. Clinics reported slow page loading, login failures during peak hours, short
outages, and intermittent “Database not responding” errors. These disruptions affect patient care
workflows and must be addressed promptly. The EHR system depends on three key components: the

EHR Service (Business Service), the EHR Application Server, and the EHR Database Server. Our team

analyzed the incidents affecting these components and followed ITIL guidelines to identify root
causes and implement a permanent fix.




Group Roles

To support effective collaboration, each member of our group assumed a designated ITIL role.
William Bryan served as the Incident Manager, responsible for recording and managing all
incidents related to the EHR disruptions. Gusti Gratia acted as the Problem Manager, leading root
cause analysis and consolidating the incidents into a single problem record. Kayla Putri took the
role of Change Manager, overseeing the planning, scheduling, and implementation of the Normal
Change required to resolve the issue.

WILLIAM BRYAN GUSTI GRATIA KAYLA PUTRI
5026231011 5026231097 5026231158

Incident Manager Problem Manager Change Manager
William Bryan Gusti Gratia Kayla Putri

While each of us had specific responsibilities, we worked together throughout the entire process to
ensure consistency and accuracy in the records.

Each role played a critical part in ensuring smooth coordination across Incident, Problem, and Change
Management activities. Through clear task division and consistent communication, our team was able to
manage disruptions effectively and maintain record accuracy within the ServiceNow environment.



onfiguration  ltem
Preparation

Before managing the incidents, problems, and changes, we created the required Configuration Iltems
(Cls) in our ServiceNow PDI because they were not available by default. We added three Cls: EHR
Service, EHR Application Server, and EHR Database Server and set each to “Installed” to represent the
active components of the EHR environment. These Cls were then verified in the lookup fields to ensure

they could be properly linked to all related records throughout the activity.



Cl Created

EHR Service

54 servic
TA - DSA ASSIGNMENTS ABMAS TA - SAP BIONIX E;g
servicenow Configuration Item - EHR Service
= Confguration lhem
EHR Service
MName | EHR Service

Business Service

Category

Fault count

Imstalled | 2025-12-0208:11:50

Install Status | installed

Open in CMDE Workspace || Updaie | Delate

Related Links
bsciibe

"

Openin CMDE Workspace

Update

Delete

EHR Application Server

nfiguration It
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Q, Search

servicenow A

B

Favorites  History Configuration Item - New Record

Configuration ltem
New record

Name | EHR Application Server
Asset tag

Assigned to

Category | Application Server
Fault count
Installed | 2025-12-02 08:16:01

Install Status | Installed

Submit l




Cl Created

EHR Database Server
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_ Configuration ltem
= EMR Database Server

Mame
Asset tag
Assigned to
Category
Fault count
Installed

Install Status

OpeninCMDB Workspace || Update

Related Links

BloNiX B8

paces

EHR Database Server

Database Server

2025-12-02 08:17:30

Installed

Delate

Admin

Configuration Item - EHR Database Server

Q, Search

£ = | Openin CMDBWorkspace

Update || Delete
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Location
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Description

This Ci is referenced by all duplicate €
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Search
Configuration Fem
Confliguration Hem
Configuration iem
Configuration em
AR Server
AIX Server
Applicatian

JwcaServer

Updated
e

20251201 17:17:01
2025-12-01 17:16:04
20190305 13

2025-12-01 17:15:2%
20250727 112557
2025-07-27 17:26:28
2010-11-250% 1347

2011-08-02 04:14: 10

Actions on selected rows.

Maintenance schedule
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Incident
Vlanagement

Our team created five incident records in ServiceNow based on the issues reported by clinic staff,
including slow page loading, database errors, login failures, system freezes, and a brief outage. Each
incident was assigned the appropriate priority, configuration item, and assignment group, with Incident 3
escalated to the Application Support EHR team as required. These incidents formed the basis for
identifying patterns and linking them to a single Problem record in the next stage of the ITIL process.



Incident Created

1

SLOW EHR PAGES

The EHR pages were loading very slowly, with patient charts

taking more than 30 seconds to open starting around 8 AM.
This suggests a performance degradation within the EHR

Service.

2

DATABASE CONNECTION ERROR

The user received a “Database not responding” message while
scheduling patients and had to refresh multiple times. This
indicates a temporary connectivity or responsiveness issue
with the EHR Database Server.

3

LOGIN FAILURES

Multiple staff members were unable to log in between 8-9 AM

and only gained access after repeated attempts. This points to
an authentication or application-level issue on the EHR
Application Server and requires escalation to Application
Support — EHR.

A

EHR FREEZES DURING PATIENT
CARE

The EHR froze while a doctor was entering lab orders,
disrupting patient care. This recurring issue indicates instability
in the EHR Service throughout the week.

5

FIVE-MINUTE OUTAGE

The EHR was completely unavailable for about five minutes at

around 8:30 AM, with error messages appearing for all users.
This reflects a significant outage affecting the EHR Application
Server and overall system availability.



Incident 1- Slow

EHR Pages

Create Caller for Incident 1

se rVicenﬂW All  Favorites  History @ User - Dr. Emily Carter 7 Q, Search
[L - B?Em"vcade, g = - [ Update |[ setpasswd

User ID | NSC-01 Email | emily@example.com . &=
Firstname | Dr. Emily Identity type | - v
Last name | Carter Language | -- None-- v
Title T Calendar integration . Qutlook W
Department Q Timezone | System (America/Los_Angeles) ~
Password needs reset Date format | System (yyyy-MM-dd) i

Locked out Business phone

Active [ Mobile phone

Internal Integration User Photo Click to add...

[ Update ][ Set Password | Delete

Related Links
View linked accounts
View Subscriptions
Reset a password

Create New Incident - Incident 1 (INC0O010007)

Al Favorites  History  Workspaces  § Incident - Create INCO010007 Q, Search

. | — Incident
= New record View: Self Service

Number | INCOO10007 Opened | 2025-12-011/7:20:18
* Caller | Dr. Emily Carter Q G || @ Closed
Watchlist | & || & Urgency | 3-Low

State | New

# Short deseription | EHR running very slow
Related Search Results >
Additional comments (Customer | Patient charts are taking 30 seconds or more to load this morning. Started around 8 AM.

visible)

Submit Resalve |




Incident 1- Slow

EHR Pages

Incident 1 (INC0O010007) from Incident Manager POV
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'
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Incident 2 — Database

onnection Error

Create Caller for Incident 2

.
avorites istory \dmin i ser - Sarah Lopez Q, Searc|
rvi OW Al Favorit History  Admi i U Sarah L Q Search
< User & = = | Update | Set Password l Delete l !
Sarah Lopez T T 1. ] ] 2%
'
User ID | NSC-02 Email | sarahi@example.com =]
First name | Sarah Identity type | - hd
Last name | Lopez Language | -- None - w
Title 2 Calendar integration | Outlook w
Department Q, Time zone | System [America/los Angeles)  ~
Password needs reset Date format | System {yyyy-MM-dd) i
Locked out Business phone
Active Mobile phone
Internal Integration User Phote Click to add...

Update || Set Password

[ Delete

Related Links

Incident - Create INCOO10008 Q, Search
¢ Incident o [ | =
i ~ Mewrecord View: Self Service & = | Submit | Resuben
Number | INCRO10008 Opened | 2025-12-01 17:3%:52 b
#* Caller |SarahLlopez Q G Closed
Watch list | 2 Urgency | 3-Low e
State | Mew v

# Shortdescription | Database not respanding
Related Search Results
Additional comments (Customer | | received a'Database not responding’ message while scheduling patients. | had to refresh twice.

visible)

Submit Resolve




Incident 2 — Database

onnection Error

Incident 2 (INC0010008) from Incident Manager POV
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ncident 3 — Login Failures

Escalation Required

Create Caller for Incident 3

ServiCenow Al Favorites
E l ot Miller
User ID | N5C-08
First name | John
Lastname | Miller
Title
Department
Password needs reset
Locked out
Active [
Internal Integration Lser
- Update . Set Password Delete ]
Related Links

View linked accounts
View Subscriptions
Beset a password

History  Admin User - John Miller Q. Search
& = Update || SetPass
Email | john@email.com
Identity type e
Language | --None-- w
@ Calendar integration | Outlook b
Q, Time zone | System (America/Los_Angeles) hy

Date format
Business phone
Mabile phone

Photo (

System (yyyy-MM-dd) "

lick to add...

Create New Incident - Incident 3 (INC0010004)

servicenow  as

Incident - Create INCOO10004 <5 T, Search

Incident
Hewascond View: Sell Service

Related Search Results




Incident 3 — Login Failures

Escalation Required

Incident 3 (INC0010004) from Incident Manager POV

Service Operations Workspace
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Incident 3 — Login Failures

Escalation Required

Escalate Incident to App Support EHR Assignment Group

SErviCenOW Al Favodtes  Histoy  © Workspaces Service Operations Workspace 7
L;-:.I {2y Hiome INCOO10004 . INCOO10009
=8 Login Failures (Escalation Required) Save || Createchange request | = || Assign tome
B 4 Related fecands
. I @ - i : | e
[Ef | Impact Compose kit i Record Information
List ueriated bry Wlom Brem Pargeity 0
4 Assignment - s Wark nate: T
Enter your Work nates he =
LAs and
-------- EHR E‘ " N
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Related Records &
Activity 4 =]
Calle
=]
M

Cause

Resolution

This action involves escalating the incident to the Application Support — EHR assignment group for
further investigation and resolution. The escalation is performed when initial troubleshooting
indicates that the issue is related to EHR application behavior, configuration, or performance and
requires specialized expertise. Once assigned, the EHR support team will review the incident details,
analyze logs or error patterns, and proceed with the appropriate corrective actions to restore normal
system functionality.



Incident 4 — EHR Freezes

During Patient Care

Create Caller for Incident 4

Reset a password

servicenow Al Fav : User - Dr. Alex Nguyen
; S = grs.e.;lestufen & = - | Update Set Password Delete.
User ID | N5C-05 Email | alexi@email.com
First name | Alex Identity type
Last name | Nguyen Language | --None -
Title | (NSC-05) . Calendar integration | Outlook
Department Time zone | System (America/Los_Angeles)
Password needs reset Date format | System (yyyy-MM-dd)
Locked out Business phone
Active Mobile phone
Internal Integration User Photo Click to add.
: Update . Set Password Delete .
Related Links

Create New Incident - Incident 4 (INC0O010009)

servicenoaw

Incident
Meow recond View: Self Service

Resolve

History ~ Workspaces  Admin

Incident - Create INCO010009 <

Number | INCOD10008
# Calles | DrAlex Ngwyen Closed
Witch list E: Irgency Medium ¥
State | New |
# Short des EHR Freozes During Patient Care

&, This has happer:




Incident 4 — EHR Freezes

During Patient Care

Incident 4 (INC0010009) from Incident Manager POV

History

List IMCD0A 0004 R L T x i

EHR Freezes During Patient Care

P werdew  Dotails  Related reconds
B EHR Freezes O it Can

4w
INCOO10007 2. High

2025-12-01 174048 [’ 2 -
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Impact = s

Impact Summary

Service Operations Workspace 7

Save
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EHR freezing during visit

Create ¢

Record Information
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servicenow
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Summary
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Impact Summary
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Incident 5 — Five-Minute

Outage

Create Caller for Incident 5

servicenow Al

E = E:Er;n Patel
User ID
First name
Last name
Title

Department
Password needs reset
Locked out

Active

Internal Integration User

Favorites  History  Admin

MNSC-10
Karen

Patel

L

I Update ” Set Password ” Delete J

Related Links
View linked accounts

User - Karen Patel 1

Email

Identity type
Language

Calendar integration
Time zone

Date format
Business phone
Mabile phone

Photo

Q, Search

¢ s - [ Update ” Set Password ” Delete | N3
karen@example.com &=
--None -- w
Outlook e

System (America/Los_Angeles) =

System (yyyy-MM-dd) o

Click to add...

»

icenow

# Shert description

Additional comments
[Customer visible)

Activities: 2

INCOO10006

Karen Patel

{' _ Incident

"1 T INCOO10006 View: Self Service
Number
* Caller
Watch list

Five-Minute Outage

Additional comments (Customer visible)

2} systern Administrator

2, Search

g ¥ = Discuss Follow l Update [ Resolve ][ Delete l T 4
Opened | 2025-12-01 17:20:08 B
Closed fm
Urgency | 2 - Medium w
State | MNew -
Related Search Results
Past

The EHR was down for about five minutes today around 8,30 AM, Everyone saw error

messages

Mt




Incident 5 — Five-Minute

Outage

Incident 5 (INCO010006) from Incident Manager POV
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Problem
\Vlanagement

We created a single Problem record to consolidate all five incidents, documenting the overall impact,
urgency, and affected EHR service. After progressing the record through the Problem workflow, we
identified the root cause as resource exhaustion during peak hours, applied a temporary workaround, and
defined a permanent fix to reconfigure the EHR Application Server. Finally, we linked all related incidents,

the affected Cls, and later the associated Change Request to ensure complete traceability across the
ITIL process.



Create Problem

Create New Problem

servicenow Problem - Create PRBO040006 v
Problem
New record
“ Assess Root Cause Analysis Fix in Progress
Mumber PRBO04000S
n task
Category | - None-- v
Service s
Service offes Q.
Configura EHR Service Q

g EHR slowness and log

Description

OUIT'S. alsorey

ly, indicati
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ity across the EHR application and database ¢

B por

Related Search Results

Assignment group

The clinics experienced a series of recurring disruptions in the EMR system, including slow page loading, intermittent dat.
ed that the EHR occasionally froze during patient care activities, further delaying workflows. In addition. a b

Resolved Closed

Model General

State New

Impact | 1-High v
Urgeney | 2-Medium v
Priority  2-High

Application Support - EHR

base connection fallures,

d repeated login ditficulties
tage affected allusers

Assess Problem

Adrmin Problem - PRBO040006 +

servicenow

=Y

Problem
PRI

New Root Cause Analysis Fixin Progress

MNumber PRBO04000&
Origin task || | Q
Categary | -~ None - v
Service
Service offering
Configurationtem | EHR Service C
# Problem statement | Recurring EHR slowness and login failures

Description | The clinics experienced a series of recurring disruptions in the EHR system, inc
during peak hours. Staff alse reported that the EHR occasionall

simultaneously, indi ty across the EHR application and database components.

Assignment group

#* Assigned to

ing slowr page loading. intermittent database connection failures,
ies, further delaying workflows. In addition. a brief outage affected all wsers

Discuss Follow m Mark Duplicate || Cancel || Update | Delete
Resolved Closed
Model General
State  Assess
Impact | 1- High ~
Urgency | 2- Medium b4
2-High

Application Support - EHR

Support EHR Manager

nd repeated login difficulties




Root Cause Analysis

Root Cause Analysis

ServiCenow Al Faworites History s Admi Problem - PRB0040006
s @ 4+ & | Discuss | Follow m Mark Duplicate || Cancel || AcceptRisk || Update || Delete U
-
New Assess Resolved Closed
Mumber PRBO04000S Model General
Origin task State  Root Cause Analysis

Category Mone b Impact | 1-High e
Service Q Urgency | 2-Medium -

. 2-High
Configuration item | EHR Service Q s Assignment group | Application Support - EHR Q

* Assignedto | Application Support EHR Manager

* Problem statement | Recurring EHR slowness gin failures

Description | The clinics experienced a series of recurring disruptions in the EHR system, inchuding slow page loading. intermittent database connection failures, and repeated login difficulties
during peak hours, Statf also reported that the EHR occasionally froze during patient care activities, further delaying workflows. In addition, a brief outage affected all users
simultaneously, indicati nstability across the EHR application and database components.

Related Search Results
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Resolution Information  Other Information
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Proposed Fix

Fix Notes

State Fixin Progress.

% Cause notes =2
B I Y § ¢ Verdana v gpt v @v

AvLvP P B E o

EviEvII O

Misconfigured connection settings

# Fixnotes
9 ¢ Verdana v gpt v @B
AveLyS R HBO

Evisvil O

@
~
Ic

Restart and reconfigure the EHR Application Server to optimize performance.
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Affected Cls

Cutages

Incidents Change Requests Attached Knowledge
= 9 . & — | Actionsonselected rows b [ﬂ
Tesk = PREQO4O00S
Configuration Item Class Support proup Owmod by Applied Appiied date Manual proposed change Upelated
El empty) cmpty, fakse
EHR A%e Serve tion It ampty) smaty) falze false
= e ok emnty) false
Linked Incidents
neidents Affected Clu(1) | ProblesTasks  Change Requests | Outages | Altsched Knowledge
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Related Links
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Close Problem

Resolve Problem
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Change
Vlanagement

This change request outlines the end-to-end process for implementing a permanent configuration fix to
improve EHR system performance. The activity includes creating a Normal Change, completing required
fields, obtaining approvals, scheduling the change window, and defining the implementation, test, and
back-out plans. During the implementation phase, three tasks are executed: backing up the server
configuration, applying updated connection settings, and testing EHR login and page loading. Once
implementation is completed, notes are documented and the change is advanced to the Review state,
where results, lessons learned, and closure details are recorded. The change is then formally closed and
the Change ID documented for reporting purposes.



Create the Change

Request

Create a Change Request

Servicen

Create a chany

¢ request

ServiCenOw Al Favorites  History  Workspaces  Ads
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[< Changa Request
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Number
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Category
Service
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Priority

Risk

Impact

Short description

Schedule | Conflicts | Motes

Justification

implementation plan

Risk and i

act analysis

Backout plan

Test plan

CHGO00005

System Administrator

Other

Authorize

EHR Application Server

2- High

Moderate

1-High

Apply configuration

Restart and apply updated configuraticnsettings

Closure Information

Resolve recurring slowness and login failures

o improve EHR performance

Change Request - Create CHG0030005

Scheduled

Implement
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Tyoe

State

Conflict status

Conflict last run

Assignment group

Assignedto

Review

Normat
Normal
New

Not Run

Application Support - EHR

Closed

Canceled

[y

Submit




Approvals (Authorize

Approve all approvers in the Approvals related list.

Change Tagin. | Priobis

Seste T O
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rangy

[

servicenow

Change Request
CHGOOI0005

Implement || Update

Related Links
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Impacted ServicesCls hppr overs (6 Change Tasks | Problems | Incidenis Fioed By Change
= | Sparch
Approver Assignment group
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¥ & - | Discuss
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Schedule the Change

Planned Start: Sunday at 06:00
Planned End: Sunday at 07:00

Change Request

CHGOO30005 & ¥ = = | Discuss Fallow Implement || Update Dielete
-
Nt ASSETE Authorize Schoduled Implemant Ripview Closed Cancabed
Number | CHGOOZ0005 Model  Mormal
Requested by | System Administrator 4 Type  Mormal
Category | Other w State | Scheduled -
Service O hold
Service offering : Conflict status Mot Run
Configuration item  EHR Application Server i Conflict last run
Priority | 2- High - ¥ Asslgnment group | Application Suppart - EHR
Risk | Moderate b MAsgigned to
Impact | 1-High e

Short description | Apply configuration fix o imprave EHR performance

Description | Restart and apply updated configuration settings

Implementation Plan

servicenow  ai avorites Workspaces ange Request - CHG003
‘ | = S @ * = - | Discuss ‘ Follow lRewew ‘Cunﬂi(t(a\endar Update || Delete
Short description | Apply configuration fix to improve EHR performance Q B -

Description | Restart and apply updated configuration settings

—
Planning | Schedule | Conflicts | Notes = Closure Information

Justification | Resolve recurring slowness and login failures

Implementation plan | 1. Restart the EHR Application Server
2. Apply updated cenfiguration settings
3. Test login functionality

Risk and impact analysis | The change may cause brief EHR downtime and potential login or performance issues if the new configuration does not apply correctly.

Backout plan | Revert configuration file and restart the server.

Testplan | Verify login, page loading, and database connectivity.

‘ Review H Conflict Calendar H Update | Delete I




Implementing the

Change

Implement Stage

servicenow Al

Favorites  Histo

Q_ Search

.. Change Request
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Number
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Configuration item
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Description

CHGDOZ0005 Model  Normal
System Administrator Type MNormal
Other v State | Implement .

On hold

Conflict status  Conflict

EHR Application Server S Conflict last run  2025-12-04 01:33:15
2-High i # Assignment group | Application Support - EHR
Moderate v Assigned to

1-High v

Apply configuration fix to improve EHR performance

Restart and apply updated configuration settings

Change Tasks, Create New - CTASK0010006

Change Task - Create CTASKD010006

— Change Task
T Mew record

Number | CTASKDO10006

Type | Planni
Change request | CHGDO030005 Open b
Configuration item On hold
Planned star

Asslgnment group

Planned end date Assigned to

 Short description | Backup Application Server Configuration
# Description | Thi

activity includes walidating the current configur
preserve critical settings in case of system fallure, misconfiguration, or future restoration needs.

sk Invohves performing a schedubed bac

re system refiability, recoverability, and compliance with internal IT policies. The
nd storing them in the de

signated backup repasitary, The backup helps

Closure Information

Work notes list

Work motes

Submit || Close Task




Change Task

Change Tasks,

Create New - CTASK0010007

Change Task - Create CTASK001000'

servicenow
= Change Task
MNew record
Number | CTASKO010007
Changerequest | CHGD030005
Configuratio
Planned start date i
Planned end date
* Short description | Apply Updated Connection Settings
% Description | This task involves applying the updated connection set
ng the new parameters, updating configuration files or syst
ioning correctly.
Notes | Closure Information
Work notes list
Work notes
Submit

Type | Planning
State | Open
On hold
Assignment group

Assigned to

ensure proper communication between
m bles, and performing necessary se

mponents and backend services. The activity
or connectivity te

ts to confirm that the updated

Change Tasks, Create New - CTASK0010008

Change Task - Create CTASK0010008 7

servicenow Favorites Histo: Workspaces Admin
— Change Task
New record
Number | CTASKOO10008
Change request | CHGD030005

Configuration item
Planned start date

Planned end date

¥ Short description | Test EHR Login and Page Loading
¥ Description
authenti
readiness for end-user access.

Closure Information

Work notes list | £ B

Type
State
On hold

As

gnment group

Assigned to

Planning

Open

This task involves testing the Electronic Health Record (EHR) system to verify successful user login and proper page loading performance. The activity includes validating
n flow, ensuring that dashboards and key modules load correctly, and confirming that no errors or delays occur during navigat

n. The test ensures system stal

Work notes

Submit

Close Task




Change Assignment

Group and State

Change Task Overview - State Open

Approvers (6] arge Tatks Problems | Incidents Fiad By Changs | Incidents Coused By Changs | Tisk SLAs | Ouwtages
¥ | Number - | Sea 2 —
HGOO300
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Imelement Implementation ® Open [empty] empty empty] tematy
Backup Application Server Configuration Planning & Open [empiy] empty ematy] empty,
01 Apply Updated Connection Settings Planning ® Open [empty] (empty empty) empty)
Test EHR Login and Page Losding Planning @ Open [ty [mpty emoty] empty

1toS5als

Update Assignment Group, State, and Post Work Notes
CTASK0010004

prites.  History  Worksp Admin Change Task - CTASKDO10004 -7
& F Discuss Follow Update
MNumber | CTASKOO10004 Type | Testing o
Change request  CHGO030005 State | InProgress -

Configuration item O haid
Flanned start date Assignment group | Application Support - EHR

Planned end date Assigned to

# Short description | Post implementation testing

# Description | This task ir
wali

oives conducting pos!

plemnentation e

towerify that all changes deployed to the system are functioning as expected. The testing confirms system stability,
ates key functions, checks for errors or regressions, and ensures that the implemented updates meet operational requirements.

wormation

Waork notes list o

Work notes Werified that the deployed changes were successfully applied.

Post




Change Assignment

Group and State

Update Assignment Group, State, and Post Work Notes
CTASK0010005

orites History Workspaces Admin Change Task - CTASKDO10005
& ¥ E = | Discuss Follow
Mumber | CTASKO010005 Type | Implementation hd
Changerequest CHGOO30005 State | ImProgress e

Configuration item )l Onhold
Planned start date

Assignment group | Application Support - EHR

Planned end date i Assigned to

¥ Short description | Implement

* Description | This task involves implementing the approved changes or configurations into the production environment. The activity includes applying the required updates, validating successful
deployment, and ensuring that the system operates correctly after implementation,

Information

Wark notes list

Work notes || Applied the required changes to the designated system/environment.

Posi

Update

Update Assignment Group, State, and Post Work Notes
CTASK0010006

Workspaces Admin Change Task - CTASKDO10006 <+ Q1 Search
£ ¥ = e | Discuss Follow
Number | CTASKOO10006 Type | Planning i
Change request  CHGOO30005 State | InProgress v
Configuration item On hold

Planned start date Assignment group | Application Support - EHR |

Planned end date

Assigned to

¥ Short description | Backup Application Server Configuration ¥ |

ing
ating the current
NES in c3

r configuration to ensure system reliability, recoverability, and compliance with internal IT policies. The
g configuration files, and storing them in the designated backup repasitory. The backup helps
s toration needs.

preserve critical set

of sys!

failure, misconfiguration, or future

ormation

Work notes list

‘Work notes Reviewed current application server configuration before backup.

Update




Change Assignment

Group and State

Update Assignment Group, State, and Post Work Notes
CTASK0010007

rites History Workspaces Admin Change Task - CTASKD010007 <

Numbser

CTASKO010007

Update

Type | Planning -
Change request  CHGOO30005 State | In Progress b
Configuration item On hold

Planned start date

Assignment group

Application Support - EHR

Planned end

Assigned to
* Short description | Apply Updated Connection Settings
# Description | This task involves applying the updated connection settings to the system to ensure proper communication between application components and backend services. The activity

s valid A parametens, updating configuration files of system variables, and performing Necessary SEMVIce restarts oF conndctivity tests 1o confirm that the updated
settings are functioning correctly.

i

ng t

Wormation

Work notes list

Worknotes || Reviewed updated connection parameters provided for implementation.

Post

Update Assignment Group, State, and Post Work Notes
CTASK0010008

Admin nge Task - CTASKO010008

Mumber

Change request

Configuration item

Planned start date

Planned end date

% Short description

CTASK0010008

CHGDO30005

Type

On hold

Assignment group

Assigned to

@,

-

Planning

In Progress

Application Support - EHR

Discuss

Test EHR Login and Page Loading

* Deseription | This task involves testing the Electronic Health Record (EHR) system to verify successful user login and proper page loading performance. The activity includes validating
authentication flow, ensuring that dashboards and key modules load correctly, and confirming that no errors or delays occur during navigation. The test ensures system stability and
readiness for end-user access.

formation

Work notes list

‘Work notes

Verified successful authentication and access to the EHR dashboard.

Follow Update




Close Task

In the screenshot below, we differentiate between
groups, some after pressing Close Task and some before

Change Task Overview - State In Progress

Affected Cls (1) | Impacted Senices/Cls | Approvers (5) Twsks (5) | Problems | Incidents Fived By Change | Incidents Coused By Change | TaskSLAs | Outages
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Apply Updated Connection Settings Planning ® In Progress empty] empty] femph
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Close Task - CTASK0010004

Al Favortes History WWorkspaces  Admin Change Task - CTASKDO10004 7

Mumber | CTASKDO10004

Type Testing w
Change request  CHGOO3000S Stats | Closed -

Assigrment group | Applcation Suppert - EHR

Asslgned to

% Short description | Post implement ation besting

% Detcription | This task invohes conducting poct-implementation testing to verify that all changes deployed to the syztem are functioning at expected. The tecting confirms tystem stabillty
§

vabdates key functions, chedks for errors or regressions, and ensures {

hat the implemented updates meet oper stional regurements,

Notes




Close Task

In the screenshot below, we differentiate between
groups, some after pressing Close Task and some before

Close Task - CTASK0010005

Change Task - CTASKDO10005

Numiber | CTASKDO10005 Type

Change request  CHGOO30005 State | Closed v
Configuration item Assignenent group tion Support - EHR
Planned start date Assigned to
Plarned e
¥ Short descri Implement W
¥ Description This task peft. The activity | ncludes spphdng the required updates, validating sucosssful
deploryme
Notes | Closure Inf
¥ Closecode | Successfu el
* Closenotes | The HEntEtion was Lompe ulty. Al sporoved changes were 3pplied 3 planned, and post-deployment validation confirmed that the system is functioning normally
No errors or ssues were cbserved, and the emvironment remains 5 after the implementation.

Close Task - CTASK0010006

rites History Workspaces Admin

Change Task - CTASKDO10006 17

Q. Search

MNumber | CTASKOO10006 Type | Planning b

Change request  CHGD030005 State | Closed b
Configuration item Assignment group | Application Support - EHR
Planned start date Assigned to

Planned end date o
#* Short description | Backup Application Server Configuration

* Description | This task involves performing a scheduled backup of the application server configuration to ensure system reliability, recoverability, and compliance with internal IT policies. The
activity includes validating the current configuration state, exporting and securing configuration files, and storing them in the designated backup repository. The backup helps
preserve critical settings in case of system failure, misconfiguration, or future restoration needs.




Close Task

In the screenshot below, we differentiate

between

groups, some after pressing Close Task and some before

Close Task - CTASK0010007

Admin Change Task - CTASKDO10007

+
I\

Number | CTASKDO10007 Type | Planning

Change request  CHGD030005 State | InProgress

Configuration item On hald

Planned start date Assignment group | Application Support
Planned end date Assigned to
¥ Short description | Apply Updated Connection Settings

& Description | This task invol
includes valid
settings are f

apphying th
e mew
oning correcthy.

ted connection settings to the system (o ensure proper commuNIcati

twien appli

1 COMPONEnts
eters, updating configuration files or system variables, and performing necessary service restarts or connec

Discuss Follow

EHR

nd backend services. The activity
 tests to confirm that the updated

Update || Clasa Task

Close Task - CTASK0010008

Worksp

Number | CTASKOO010008 Type

Change request CHGOO30005 State

Configuration item 4 Assignment group

Planned start date i Assigned to
Planned end date

* Short description | Test EHR Login and Page Loading

# Description | This task involwes testing the Electronic Health Record (EHR) system to verif

readiness for end-user acoess,

Planning
Closed

Application Support - EHR

successful user login and proper page loading performance. The activity includes validating
authentication flow, ensuring that dashboards and key modules load correctly, and confirming that noerrors or delays oocur during navigation. The test ensures system stability and




Implementation

Notes

Change Task Overview - State Closed

ed Cls (1) mpacted ServicesTls | Approvers hange Tasks (5) | Problema | Incidents Fixed By Change | Incidents sed By Change | Task SLAs | Dutages
5 ] — | Act sebeciod rovs. Bl
Wumber = Sheort deseription Type State Pianmned start date Planned erd date Assignment group Asslgned to
FTASKDO1000 Post Implementation te Testing Closed [erreTy empty] Application Support - EHR (empty)
TASKOO 100X mpienent Implementation Closed SOy Mty Application Support 1k (=mpty)
TASKDO 10004 Backup Applicathon Server Configuration Plannlng Clased (ernpty] gty stion Sups EHR [empty)
CTASKD 7 Apply Updsted Connection Settings Flanning Closed (empiy] [empty Application Support - EHR [empty)
TASKOD 100 Test EHR Login and Page Loading Flanning Closed (oamply] empty] b tion Support L [empty)

Make an Implementation Notes and Post

flicts

Watch list | & ‘Work notes list

Wark notes “Updated configuration settings were applied and the application server was restarted successfully. Connectivity and functionality checks completed with no errors. System

performance remained stable with no degradation observed.”

Additional comments (Customer visible) | Post




Review and
Closure

During the Review and Closure stage, we verified that the change was implemented effectively and
produced the intended results. All closure fields were completed, including a summary of implementation
outcomes, key lessons learned, and the assigned close code. The change was confirmed to have been
executed successfully within the maintenance window, with system functionality validated and no follow-
up incidents reported. After ensuring the state was set to Closed and the close code indicated success,

the record was formally closed in the Change module.



Close Task

Review Steps

servicenow Al

E:.C:gm;“ & ¥ E = | Disous Follaw Cloze || Conflict Calendar
(D) Scheduling conflict detected. Lise the Sched 2 Asststant to aveld conflicts,
Rt Assess Authorize Schachiled Imgbemant R Closed
Numbor | EIETTETIRE | Model  Normal
Requested by | System Administrator Type  Mormal
Category | Other w State | Review
Servica Onheld [T

Service olfering

Confguration item

Risk

Impact
Shert description

Description

Conflict status  Conflict

EHR Application Server : | Conflict lastrun  2025-12-04 01:37:19

2 - High W % Asslgnment group | Application Support - EHR
Moderate b Assigned to

1-High -

Apply configuration fix telmprove EHR performance

Restart and spply updated confpuration settings

Update

Delete

Canceled

Scroll down to the Closure Information section and complete the

required fields

Planning | Schedule | Conflicts

Motes | Cle

nfarmation

Close code | Successful

Closenotes | Implementation Results: EHR configuration update completed successfully, Login, chart loading, and database connectivity tested with no issues.

Lessons Learned: Peak-hour load testing should be built into the change plan for similar updates.
Close Motes: Change completed within the maintenance window. System verified post-implementation and no further incidents reported.

Close Conflict Calendar Update | Delete




Close Task
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Change ID and PDI Link

Return to the Change List

RECORD THE CHANGE ID
Change Number: CHGO030005

PDI Link: https://dev292954.service-now.com/

Username: Admin
Password: @cj*XVnOII3C




Collaborative ITIL practices
successfully improved
overall EHR performance.

CONCLUSION Through this final project, our team successfully applied core ITIL practices,
Incident Management, Problem Management, and Change Management,
within a real-world EHR disruption scenario at Northstar Health Clinics. By
collaboratively working in a shared ServiceNow PDI, we were able to record
and manage five related incidents, consolidate them into a single problem,
perform structured root cause analysis, and implement a permanent fix
through a well-planned Normal Change. The use of accurate Configuration
ltems, clear role delegation, and end-to-end traceability across all records
demonstrated how ITIL workflows help restore service stability, reduce
recurring issues, and improve overall system performance. This activity
strengthened our understanding of ITSM best practices and showcased the
importance of coordinated processes in maintaining reliable and efficient

healthcare technology services.
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